TlTLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



1/17 





CO 

O CO 
LU 2 

g|i 

CJ> z 
lu z=> al 

o 





CD 




Cvi 


GAN/ 









CO 


CO 
CO 
UJ 


o 
an 


zz> 
St 


CJ> 




en 
<c 


CO 


Q_ 







TlfLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 

2/17 



22 



200 



/ 



CONTROLLER 






202 

>-> 




208 
«. 


211 




PROGRAM 










PERIPHERAL 




MEMORY 












DEVICE 


204 








212 




MICRO- 






I/O 






PERIPHERAL 




PROCESSOR 










DEVICE 


206 








214 




RAM 












PERIPHERAL 












DEVICE 











FIG. 2 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 

3/17 

300 

( START ) y 



PACKET RECEIVED BY 
FIREWALL 




PACKET RECEIVED BY VPN 
TUNNELING PROTOCOL 




PACKET RECEIVED BY 
CRYPTOGRAPHIC PROTOCOL 




FIG. 3A 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



4/17 




( END ) 

FIG. 3B 



TlfLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



5/17 



CERTIFICATE AUTHORITY 
. INITIALIZATION ROUTINE 



351 



REQUEST A PUBLIC-KEY, PRIVATE-KEY 
KEY-PAIR FOR A CA 



352 



GENERATE THE PUBLIC-KEY, 
PRIVATE-KEY KEY-PAIR FOR A CA 



353 



ENCRYPT THE PUBLIC-KEY, 
PRIVATE-KEY KEY-PAIR FOR A CA 



354 



GENERATE A CA CERTIFICATE 
REQUEST 



350 



/ 



355 



CA AND RA 
CONTROLLED BY SAME 
ENTITY? 



358 



NO 



FORWARD THE CA CERTIFICATE 
REQUEST TO THE RA 




SIGN THE CA CERTIFICATE REQUEST 
FORMING A SIGNED CA CERTIFICATE 



( END ) 



FIG. 3C 



TITLE: SECUREO NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



6/17 



CERTIFICATE AUTHORITY 
. INITIALIZATION ROUTINE 



371 



REQUEST A PUBLIC-KEY, PRIVATE-KEY 
KEY-PAIR FOR A GT/SERVER 



372 



GENERATE THE PUBLIC-KEY, PRIVATE-KEY 
KEY-PAIR FOR THE GT/SERVER 



373 



ENCRYPT THE PUBLIC-KEY, PRIVATE-KEY 
KEY-PAIR FOR THE GT/SERVER 



374 



GENERATE A GT/SERVER 
CERTIFICATE REQUEST 



376 



FORWARD THE GT/SERVER 
CERTIFICATE REQUEST TO THE CA 




SIGN THE GT/SERVER CERTIFICATE REQUEST 
FORMING A SIGNED GT/SERVER CERTIFICATE 



( END ) 

FIG. 3D 



370 



/ 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 

7/17 



AUTHENTICATION ROUTINE 
WITH DIGITAL CERTIFICATES 



382 



GT TRANSMITS COMMUNICATION 
PROTOCOL NUMBER, AVAILABLE CRYTOGRAPHIC 
ALGORITHMS, AND DATA TO SERVER 



383 



SERVER TRANSMITS COMMUNICATION 
PROTOCOL NUMBER, AVAILABLE CRYTOGRAPHIC 
ALGORITHMS, AND DATA TO GT 



PERFORM SERVER VALIDATION 
AND AUTHENTICATION ROUTINE 



384 



380 



/ 



PERFORM GT VALIDATION 
AND AUTHENTICATION ROUTINE 



391 




( END ) 



FIG. 3E 



TlfLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



8/17 



SERVER VALIDATION AND 
AUTHENICATION ROUTINE 



385 



GT DETERMINES SERVER'S DIGITAL 
CERTIFICATE VALID TIME PERIOD 




GT DETERMINES IF VALID TRUSTED CA 
SIGNATURE ON SERVER'S DIGITAL CERTIFICATE 




GT DETERMINES THAT SERVER'S 
DIGITAL CERTIFICATE IS VALID 




( RETURN ) 



384 



/ 



386 



AUTHENTICATION 
ROUTINE TERMINATED 

( END ) 



FIG. 3F 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



9/17 



GT VALIDATION AND 
AUTHENTICATION ROUTINE 



392 



SERVER REQUEST GT'S DIGITAL CERTIFICATE 



393 



SERVER DETERMINES IF GT'S PUBLIC 
KEY VALIDATES GT'S DIGITAL SIGNATURE 




SERVER DETERMINES GT'S DIGITAL 
CERTIFICATE VALID TIME PERIOD 




SERVER DETERMINES IF VALID TRUSTED 
CA SIGNATURE ON GT'S DIGITAL CERTIFICATE 




YES 

( RETURN ) 



391 



/ 



386 



AUTHENTICATION 
ROUTINE TERMINATED 



( END ) " 



FIG. 3G 



TITLE: 



SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



428 



10/17 



AV 


490 


NVA 


GLOBAL 
GAME 
SERVER 


DIA 


ID 


486 


AV 


NVA 


LICENSE 
SERVER 


DIA 


ID 


483 


AV 


NVA 


REGIONAL 
GAME 
SERVER 


DIA 


ID 





492 


AV 


AAA 
SERVER 


NVA 


DIA 




ID 



484 


AV 


0 & M 
SERVER 


NVA 


DIA 




ID 



GAME PROVIDER 
LAN 



489 



FIREWALL 



DIA 



NVA 



ID 



494 



ROUTER 



GAME PROVIDER 
DATA CENTER NETWORK 



430 



AV 



NVA 



DIA 



ID 



487 JURISDICTION DATA CENTER 



JURISDICTION 
DATA INTEGRITY 
SERVER 



485 




LAB 



ID 



426 



AV 


476 


NVA 


CUSTOMER 
DATA INTEGRITY 
SERVER 


DIA 


ID 


478 


AV 


NVA 


CUSTOMER 
CORPORATE 
SERVER 


DIA 


! id 





DIA 



479. 




FIREWALL 



CUSTOMER COPRORATE CENTER 





AV 


CUSTOMER 
UCENSE 
SERVER 


NVA 


DIA 


1 480 


ID 



400 



/ 




SATEUTE DISH 



— E 



FIG. 4A 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



1 1/17 



421 




RADIO TOWER 





470 


CEN" 


fRAL 


SWITCHING 


OFFICE 



[-412 



CUSTOMER NETWORK 



464 



r 1 

ROUTER 


DIA 


NVA 


ID 


495 




FIREWALL - 








AV 




NVA 


SERVER(S) 


DIA 


ID 





GAMING 
MACHINE 


-454 


DIA 


GAMING 
MACHINE 


-452 


DIA 


GAMING 
MACHINE 


-450 


DIA 




412 H 



AV 



NVA 



DIA 



ID 



SERVER(S) 



493 



FIREWALL — Q 


462 




DIA 


ROUTER 


NVA 


ID 






GAMING 
MACHINE 


-444 


DIA 


GAMING 
MACHINE 


-442 


DIA 


GAMING 
MACHINE 


-440 


DIA 



420 



FIGo 4B 



^460 


DIA 


ROUTER 


NVA 


ID 


491 




FIREWALL - 






AV 




NVA 


SERVER(S) 


DIA 


ID 





CUSTOMER NETWORK 



GAMING 
MACHINE 


-432 


DIA 


GAMING 
MACHINE 


-434 


DIA 



436 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



12/17 



( START ) 



502 



SELECT A SEED VALUE 



504 



APPEND THE SEED VALUE TO AN 
APPROVED SOFTWARE COMPONENT 



I 



506 



GENERATE A FIRST MESSAGE DIGEST 

\ 



508 



TRANSMIT THE MESSAGE DIGEST AND 
THE SEED VALUE TO THE GAMING DEVICE 



I 



510 



APPEND THE RECEIVED SEED VALUE 
TO THE CORRESPONDING GAMING 
DEVICE SOFTWARE COMPONENT 



512 



GENERATE A SECOND MESSAGE 
DIGEST; FORWARD 

i 



514 



COMPARE THE FIRST AND SECOND 
MESSAGE DIGESTS 




516 



500 



/ 



NO 


GAMING SOFTWARE 




NOT AUTHENTIC 



-518 



GAMING SOFTWARE AUTHENTIC 




TAKE GAMING TERMINAL 
OUT OF SERVICE 











520 



( END ) FIG. 5 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



13/17 



( START ) 



APPROVED? 
YES 



606 



608 



CHANGE STATUS OF GAMING SOFTWARE TO 
"APPROVED"; ASSIGN APPROVAL NUMBER 



610 



ACCEPT LICENSE REQUEST FOR 
APPROVED GAMING SOFTWARE 



612 



DOWNLOAD APPROVED GAMING 
SOFTWARE TO LICENSE PURCHASER 



600 



/ 





J02 


FORWARD "UNAPPROVED" GAMING 
SOFTWARE TO JURISDICTION TEST LAB 










f .604 


PERFORM TESTING 




^^GAMING SOFTWARE^ NO 



( END ) 



FIG. 6 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



14/17 




FIG. 7 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomos A. Gentles et al. 
DOCKET NO.: 1842.047US1 



15/17 



( MAIN ) 




DISPENSE REMAINING CREDIT 



FIG. 8 



TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



16/17 




TITLE: SECURED NETWORKS IN A GAMING SYSTEM ENVIRONMENT 
INVENTORS NAME: Thomas A. Gentles et al. 
DOCKET NO.: 1842.047US1 



( MAIN ) 



17/17 



1000 

/ 




FIG. 10 



( END ) 



